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(U) PURPOSE:

(U} This response to Congress is intended to answer Senator King's (D-ME) question on retention posed to
then-Lieutenant General Paul M. Nakasone during the 1 March 2018 Confirmation Hearing.

(U) During the confirmation hearing, Senator King asked: “Subsequent to your confirmation, provide an
analysis or report on the issues of recruitment and retention in Cyber Command. This is an area where
people are the most important asset. | fear that, for a number of reasons, whether it's the slowness of the
clearance process, whether it’s the way the bureaucracy works, we’re not going to be able to retain and
recruit the crucial people that we need.”

(U) OVERVIEW:

(U) While recruitment and retention continue to be a main focus for United States Cyber Command
(USCYBERCOM ) and its Cyber Service Components, in general, there are no major issues with recruitment
and retention that impact USCYBERCOM'’s ability to conduct its operations. The sections below provide
details on both civilian and military recruitment and retention.

(U) BACKGROUND:

(U) Recruitment and Retention Incentives for Civilians

(U) As a trailblazer for the Department of Defense’s (DoD) Cyber Excepted Service (CES) personnel system,
USCYBERCOM CES implementation was finalized on 18 February 2018. Ultimately, 79% of USCYBERCOM
Air Force civilians entered Cyber Excepted Service. CES hiring authorities are critical to recruit high-quality
civilians while offering competitive compensation packages. USCYBERCOM is using new, fast and flexible
hiring authorities to tackle civilian vacancies and recruit vital cyber talent.

(U) CES enables agile recruitment options. Outside the confines of the traditional Air Force civilian hiring
process, USCYBERCOM is pushing past the norms of laborious, slow hiring by actively recruiting talent
through job fairs and hiring events where USCYBERCOM screens resumes and conducts on-site interviews
leading to the best candidates receiving job offers. USCYBERCOM is now conducting monthly hiring
events with over 50 job offers presented since CES implementation. CES allows for direct hire authority
and “on-the-spot” appointments. Several events use this “on-the-spot” format with interviews and job
offers. For example, the Command'’s hiring event on 8 May resulted in 18 same-day job offers sourced
from over 900 candidates attending virtually and in-person and over 70 live interviews. '

(U) CES also streamlines hiring procedures enabling USCYBERCOM to quickly acquire talent. As of October
2018, the Command is seeing positive timeline improvements with the use of CES authorities. Prior to
CES, the command averaged 111 days for a selected employee to receive a job offer. Following CES
implementation, this average has been reduced to 44 days. This does not include the significant security
vetting process which continues to challenge the Department of Defense.
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(U//EQU0) As part of CES, USCYBERCOM received authorization to offer civilian recruitment incentives up
to 50% of basic pay. USCYBERCOM will continue to proactively leverage the military Services to use the
full extent of CES through flexible pay-setting, compensation initiatives, career roadmaps, rotational
assignments and detailed training programs.

(U} Lastly, USCYBERCOM is also growing its intern programs by 300%. By recruiting the best and brightest
cyber talent from the Nation’s colleges and universities, the Command offers paid, three-year internships
with extensive job training, professional development and rotational assignments with the goal of
building tomorrow’s cyber leaders and outplacing the best into permanent positions in USCYBERCOM
upon completion of their program.

(U) While USCYBERCOM sees considerable improvement to recruiting, the Department has yet to
implement all of the compensation incentives CES provides. The Department of Defense’s Chief
Information Officer (CIO) is gathering compensation analytics from each of the Services to present and
implement a Targeted Local Market Supplement for highly specialized skills or hard to fill positions which
will compensate talent closer to industry norms. Additionally, the Department is leading an effort as a
part of the recently signed DoD Cyber Security Strategy to explore a retention bonus (25% base pay) for
those who may depart DoD and build career development opportunities through internships and details
with industry or academia. '

{U) Recruitment and Retention Incentives for Cyber Military Service Members

(U) For our military workforce, like the other Combatant Commands, USCYBERCOM relies on the Services
to recruit and retain the talent we need to deliver joint force objectives for the Nation. We applaud the
diligent efforts of the Services to organize, train and equip cyber operations forces, including fully
leveraging recruitment and retention incentives and creating talent management programs that grow a
robust cyber workforce.

(U) For example, the Army created a cyber branch to identify and track Soldiers with cyber expertise for
important work roles and career development. The Army expanded compensation for cyber Soldiers in
difficult-to-fill work roles and enacted Special-Duty Assignment Pay for eligible enlisted cyber positions.
Additionally for the Army, the Selective Reenlistment Bonus is in place for high-end operators and senior
enlisted members who agree to a four-year obligation. The Marine Corps established a new military
occupational specialty and directed targeted incentives to retain cyber talent. The Navy uses the Selective
Reenlistment Bonus to retain the most critical enlisted skill sets. The Air Force instituted retention
bonuses for enlisted cyber operators and cyberspace operations officers, and also drastically changed its
assignments process by implementing back-to-back cyber operational tours. More detail about what each
Service is using to incentivize and retain its military workforce is included below:

(U//F6U0) Army — Expanded compensation for cyber Soldiers via Assignment Incentive Pay up-to

$500/month for difficult-to-fill Cyber Mission Force (CMF) work roles budgeting $1.6 million annually
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for 1,850 eligible positions. Special Duty Assignment Pay up-to $300/month in place for 1,245 eligible
enlisted cyber positions with an annual budget of $108K. Selective Reenlistment Bonus (SRB) up-to
$72k for high-end operators and up-to $100k for senior NCOs agreeing to a four-year obligation.
Warrant Officers retention and strength/recruitment remains a challenge with branch transfers,
retention bonus, and incentive pay in the works at HQ Department of the Army G1. The Army is also
exploring a “tool developer” career field that would keep an officer cohort in a progression path that
values keyboard-heavy “hands-on” assignments rather than the more traditional leadership path.

{(U) Marine Corps (USMC) — Established a new military occupational specialty and directed targeted
incentives to maximize the bonus structure to get after and retain special cyber/Information
technology (IT) talent. Additionally, 1k growth in FY18 USMC end strength significantly contributed to
cyber readiness, doubling the size of Marine Corps Forces Cyberspace Command. Ongoing initiatives
in the USMC include building the cyber schoolhouse to train its new cyber Military Occupational
Specialty. The USMC is discussing the notion of a “platoon of warrant officers” — this harkens to the
reality that as officer’s fleet up to leadership positions they often leave technical, hands-on positions.
A warrant officer career track could keep “hackers” and “tool developers” deeply technical with their
hands always on the keyboard.

(U) Navy — Meeting retention goals for cyber-skilled officer and enlisted and using the Selective
Reenlistment Bonus (SRB) to successfully retain the most critical enlisted skill sets. Recent NAVADMIN
increased award levels and program scope, specifically targeting cyber/intel rates with $30-90K award
ceilings. Closely monitoring effectiveness of SRB as civilian job market improves and cyber demand
increases. The Navy is also reviewing additional incentives for critical skill sets such as Interactive On-
Net Operators (IONs).

(U) Air Force — Airmen in Cyberspace Operations Officer career field w/in 4-12 years of service are
offered $60k bonus for an additional four-year active-duty service obligation (ADSO). Retention
bonus instituted for enlisted cyber operators includes $300/month incentive. Instituting back-to-back
CMF tours for CMF-trained personnel ensuring a return on investment and assisting with retention.
The Air Force is exploring how to “sharpen and hone” the cyber “reps and sets” of its Airmen. Also
tied closely to the mission is “freedom of action” which speaks to the authorities necessary to
consistently exercise “reps and sets” in the cyber domain.

(U) Coast Guard — The Coast Guard is examining retention incentives, such as Critical Skills Retention
Bonus (CSRB), for fully qualified cyber professionals. Coast Guard anticipates offering enlisted
members, who are eligible to reenlist in FY19, a $50,000 CSRB for an additional four years of obligated
service. Coast Guard employees with federally insured student loans in Cybersecurity job series may
also be offered student loan repayment as a recruitment and retention incentive. Coast Guard
personnel assigned to Coast Guard Cyber Command are eligible to receive Special Duty Assignment
Pay (SDAP). Enlisted members assigned to CGCYBER, who have a final clearance, have completed ‘
formal training, and have earned the requisite competencies and qualifications for their watch station
receive $75/month.
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(U) AREAS FOR CONGRESSIONAL SUPPORT
(U) Tax Code

(U) On 1 January 2018 the “Tax Cut and Jobs Act of 2017” took effect, changing the entitlements that are
considered taxable during a permanent change of station move for civilians. This change
disproportionately affects overseas moves. USCYBERCOM relies heavily on civilians to complete the build
of its Cyber Operations Integrated Planning Elements within other Combatant Commands. This new law
poses significant risk to the ability of the Command to fill these positions. Congress can assist by
reassessing the sections in this legislation that apply to civilians and extend the same exemption that
exists for uniformed services members of permanent change of station taxes.

(U) CONCLUSION

(U) Whether civilian or military, the men and women of U.S. Cyber Command are committed to being part
of something bigger than themselves. USCYBERCOM recognizes there is competition for cyber talent;
however, our team also realizes working for DOD transcends financial incentives, which speaks to the
sense of ethos, patriotism and the opportunity to serve the Nation. USCYBERCOM's unique mission is a
key incentive to attracting and retaining cyber talent. Nowhere else can people call themselves cyber
warriors who maintain cyberspace superiority through continuous, full-spectrum cyberspace operations
that build resilience at home and further our Nation’s national security objectives while also contesting
those of our adversaries.
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